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ENCO COMPANY INFORMATION

EnCo:
Headquater:
Reseller:

Products:

Support activities:

Strategic Partner:

Quality:

Founded 2008

Munich / Site in Bremen

Japan, South Korea, China and North USA

SOX / C-SOX (Cloud Based SOX, first modules available in Q3 2019)
Consulting, Training, Training on the job (e.g. pilot projects and SOX migration)
TWT Engineering, (ITK Engineering)

A-Spice level 1 and ISO 26262 tool qualification in cooperation with Bosch



SOX = THE SAFETY & SECURITY ENGINEERING WORKBENCH
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SOX FMEDA SEMICONDUCTOR ANALYSIS

The SOX workbench is an integrated

. . H 50X Workbench - m] ®
to OI I n g p I atfo r m W It h a rl C h a n d fa St File Edit Papyrus Variants Administration Window Help
. . : ORUV EECINTIV-F-rlEQ@ B -E-E - -|B R-i--r=-R-Hr o - BI|A~&~~ ® @
U I t h at CO m b I n es a m a n Ifo | d Of ¥ Semiconductor sample2[Main] &2 . 1150 26262 Part-11 Tabele 29 L] Standard Mission Profiles IEC62380 2] Standard Temperature Profiles IEC62380 = B || 4 FIT Details 2 B Temperature profiles| [2| Mission profiles = 0
= S

tools for functional safety analysis. o DIE S, ST o - | B = (| e T TSR

BOM: Semiconductor

Component 4 Failure Mode » [SG1] 5G1
'Comp...| Total FIT Failuremode Type Safetyr..| Failure Mode Split SR (SP) | Relevance (SP) Diagnosis (SP) FMC(SP) | A (SP)
: i ! i ) ] ) Catslog [select catalog] v| %
. . 1111 | 0058 0.058 | [3) Central Processing Unit (CPU) o 0 9% Component Typ | [select catalog to assign type]
The upcomming version of SOX 3.2 I s e ® o
11,101 Failure Mode Type |
will provide a new semiconductor povse | me X om | 0w || visinporte BRI
1.1.1.1.3 A CPU_FM3 25% x 100% 2 0% 0.004
_ Temperature Profile | [Motor control]
f h I I d I I . f 1.1.1.1.4 A CPU_FM4 25% b4 100% 76 80% 0.003
eature that allows modelling o (I —
YT [ s —
semiconductors according to I EZ *| i | |
< >
° I5026262 Semiconductor FMEDA &3
B Medel E [ Catalog | = ObjectL| = O |[EZBOM 32 [ Prope | B Histor | i Task A| & Projec | I Traces| &' Trace | © Suspe = B || Failure Rate Catalogs | # Failure Mode Catalogs 52 . & PSS/ [7] Clipboard = 08

= b a & 5 | -
* [EC62380 FREAEmES T %= B B 150 26262 Part-11 Table 29 .
B2 SyshL 1.4 model
Component analysis Soft Errorl Soft Error2 Hard Error2
E% «EPackage, ModelLibrarys UML Primitive Type B Comp: J __l!]

° S N 2 9 500 s eModellibrary= Ecore Primitive Types type filter text S

Mame Progress Total FIT  SPF + RF SPFm LM~ = Central Processing Unit (CPU) ~
~ [ [FMEDA1] Overall system (428) 428 Open 17 0 100% == Central Processing Unit (CPU) refined
! unassigned (0} 0 0 0% = CPU Interrupt Handler circuit (CPU_INTH)
v (X [SE1] DigitalComponent (2) [-> 1 17 0 100% = CPU Memeory Management Unit (CPU_MMU)
. 3 HH . ~ [ [SE2] Total DIE (2) [-»2]2->] 17 0 100% = Interrupt Controller Unit {ICU)
With the possibility for a detailed <A e el v e - = o
[ Blockl 5 < DMA_FM1 - 0.0%
. . I Block3 12 - DMA_FM2Z - 0.0%
analysis of failure coverage on ‘ ’ B9 5o 05210 oo m 7 own v 00
[aa < e Tt - ° o > - DMA_FM4 - 0.0% v

lowest level components (Block and
Pin)



SOX FMEDA SEMICONDUCTOR ANALYSIS

The new Semiconductor feature

o BOM Modul &3 [ Properties | 7/ History| < Task Assign | < Project Tasks| [ Traces| ¥ Trace Graph| @ Suspect Mar

of SOX allows modelling of
semiconductor devices with new

Module viewer to display semiconductor structure

specific module types:

* Device
* DIE
* Package

With the corresponding specific
component types

* Block (for DIE)
* PIN (for Package)

Multiple DIE technologies can easily
be handled by the stacked DIE
concept, that introduces a total DIE
module to encapsulate all Ay
calculations.

Mame Catalog component type
v [T] [BOM1T Cheerall suctern (5721
| Mew * =% MNew Component

v LRV TSET DigitalComp 0 Mew Module

v [ [5E2] Total DIE Device

[SEZ] CPU ard Circuits; Digital circuits, Micros, DSP...
|
m [SE4] SRAM &= Hyperlink Alt+H ard Circuits; Read only memeory)
B [SE5] Package €& Comment Ctrl+Shift+C

m [SEE] Mixed signal exampre T8 T==1
[ [5E11] Digital component example wit

) [SE16] IEC62380 Microprocessor Exam v &) [BOMT] Overall system (428)

W

I unassigned (0)
v [ [5E1] DigitalComponent (20) [-=1] 2-
v R [5E2] Total DIE (15) [-=2 | 2->]

) [SE3] CPU (5) [->2]0->]
[ Block1
[ Block2

[ Block3

[ Block4

[ Blocks

[ [SE4] SRAM (10) [->2 | 0->]

v A:[S) [SE5] Package (5) [->2 | 0->]

X Pint
X Pin2
X Pin3
X Pind
X Pins

Total FIT

281.816
0
167.363
1.776
0.29
1.486
165.587
6791
4,745
102,817



SOX FMEDA SEMICONDUCTOR ANALYSIS

The simple device wizard of SOX
guides you through the creation

process of a semiconductor device.

Collecting all relevant data to build
up the complete device structure.

[®] Add device

Create a new device

3

Please specify the device parameters and click "Mext" to specify Package and DIE

Mame

Descripticn

Catalog

Devl
Anewd

[®] Add device

Create a new Package

Please specify the package pararmeters

|[ECH238(
[«] The D

©)

Mame

Description

Package Type (A3 pescription

Anzahl an Pins

|Pack

[®] Add device

Create a new DIE for technology 1
Please specify the DIE parameters for technology 1

®

Name | DIET

Technology 1 of new device

Anzahl an Blacken Ijl

@ < Back

Cancel



SOX FMEDA SEMICONDUCTOR ANALYSIS

After the creation of the device

structure, the powerfull SOX Overall system ~  Filter:| Al vl # ER| BV = =
BOM/FMEDA grid gives access to all
. . Component A
dEtaIIed data and pr0V|deS Status Mame Description Factor Product Code Module Basis FIT FIT % FIT Total
sophisticated features to ease the
. 1.1.1.7 Open & Block CPU 0 0% 0
work of capturing new data and o [ Block2 U ; b )
giving an overview of existing data. S ) Blocks cou 0 0% 0
1.1.1.4 | Open & Blocka CPU 0 0% 0
1.1.1.5 Open E]Bluckﬁ CPU 0 0% 0
Features include: 11.21 | Open [ Blockl SRAM 0 0% 0
. 1122 | Open [ Block2 SRAM 0 0% 0
* Powerfull regular expression Y . £ Bloci SRAM 0 - .
filters for columns 11.24 | Open &) Blocks SRAM 0 0% 0
. oye 1.1.2.5 Open [ Blocks SRAM 0 0% 0
* Inllne Edltlng suPport 11.26 | Open [ Blocks SRAM 0 0% 0
 D&D support for assignemt of 1127 | Open [ Block? SRAM 0 0% 0
tt d f .I 1.1.28 | Open [ Blocka % SRAM 0 0 3% 0
componen ypes an allure 1.1.2.9 Open [ Blocks SRAM 0 0% 0
modes 11.210| Open [ Block10 SRAM 0 0% 0
. . 2. ] Pin1 1 Pack 33117
* Type filtering {‘ 1 | Open X Pin ackage )
e Coloring to indicate diagnostic Semiconductor 57
coverages
* Freeze functionality
 Search



SOX SEMICONDUCTOR RELIABILITY ENHANCEMENTS

Calculation of failure rates for
semiconductor is performed in a top-
down approach which determines fit
rates on package and DIE level using the
mathematics defined in 15026262
together with IEC62380 or SN29500.

Relevant data for fit calculation is
captured in a clear and concise Ul that re-
calculates fit values directly on parameter
changes.

Calculated Ay is distributed to lower
level blocks by either specifying a
percentage value for each block or
alternatively by specifying a block size.

Calculated A is uniformely distributed
to all pins of the package.

FIT Calculation for SemiconDevice: DigitalComponent

Catalng |ECE‘E3ED'1

Failure Mode Type |

Mission profile Motor control (WW)

Temperature Profile | Motor control

Interface (A overstress)

Thermal resistance

Self heating [*C] (AT)

[] Area based distribution

Device FIT cormposition

DIE

Package

Cherstress

Total

v |
Component Typ [type not applicable for selection)
]
26.27
| 1.776 |
| 165.567 | FIT % (0..100) | 20.000 |
| pooo | Effective FIT | 0.058 |
| 167.363 |
b
Block area [mm?] | 20.000 |
Effective FIT | 0.058 |




SOX SEMICONDUCTOR RELIABILITY ENHANCEMENTS

@

SOX Semicon provides detailed
information on intermediate
calculation results on all levels of
the calculation.

Calculation details

Total DIE FIT
FITpie

calculation scheme

CPU
FITpe

IgNoTe Tof
M

ha

a
de-rating

base failure rate

SRAM
FIToie
Ignore Tue
A
Az
a
de-rating

base failure rate

1.7759501124132444

sUM_LAMEBDAZ

0.29032849157128116
false

34E-6

1.7

10.0
0.16874322409499942
1.7205342207271765

1.4856216208419633
false

1.7E-7

2.8

10.0
0.16874322409499942
8.80403719206873



SOX SEMICONDUCTOR RELIABILITY ENHANCEMENTS

The powerfull catalog concept of SOX now
also encompasses mission profile and
temperature profile catalogs.

Standard mission profiles and
temperature profiles as defined by
IEC62380 are already available.

Company specific profiles can easily be
added using public catalogs.

In conjuction with SOX server these
profiles can be provided to any engineer
working with SOX. Due to SOX
sophisticated client/server technology and
relational database backend all data is
available for each engineer at real time.

B Model Explorer | L] Catalogs &3 i= Object List @ BES -
| B &
w [~ Public
¢, [FMCE] 150 26262 Part-11 Table 29
= Choicelists %

w [ Systern

[= Employee Catalog
= Failure Modes
[= Failure Rates
[= FMEA Catalogs
w = Miszion Profiles
w [ Standard Mission Profiles [EC62380
w [ [IECE2320-MISSION-PROFILES] Standard Mission Profiles IECE2380
f,l Mission Profile Motor control (FR)
ﬂ Miszion Profile Motor control (WW)
[:| Mission Profile Passenger Compartment (FR)
[l Mlission Profile Passenger Compartment (WW)
v [ Temperature profiles
w [ Standard Temperature Profiles [ECE2320

< 1emp Profile Motor control
& 1emp Profile Passenger compartment



SOX SEMICONDUCTOR RELIABILITY ENHANCEMENTS

The new SOX mission profile editor
for company specific mission

proflles. ] Mission Profile catalog Standard Mission Profiles IEC62380
Catalog Mission Profile
|1:_|,rp-v.=_- filter text | Mame | Motor control (WW)
oo B & % Description | As described in IEC62380
—— — - - Several working phases are considered..
W [IECt-r_.,,_:.J-MISSIFJPJ-PRDFILES] Standard Mission Profiles |ECE: - The working rates consider three different internal
> [l Missien Profile Motor contral (WW) working temperatures for the equipment, and
5> [0l Mission Profile Passenger Compartment (W) take into account the annual working hours for each of
> [{ Missien Profile Motor centrol (FR) these temperatures. The overall working
5[] Mission Profile Passenger Compartment (FR) time is estimated to be 300 h.
- Twao thermal cycling are considered:
Phase 1: 2 night starts;
I}g Phase 2: 4 day light starts.
- Phase 3: non-used vehicle, dormant mode 30 days per
year.,
Working Phases g
Enter filter text
- Mame t_ae
2 night starts 5.00
4 day light starts 15.00 13
Mon used vehicle 14.00
£ >
£ >
Count: 3 Selected: 0

QO




SOX SEMICONDUCTOR RELIABILITY ENHANCEMENTS

@

The new SOX temperature profile
editor for company specific

Temperature profiles.

l&d Temperature Profile catalog Standard Temperature Profiles IEC62380

Catalog

|t_|.rpe filter text |

o B 1% & %

W [[ECE2220-TEMP-PROFILES] Standard Temperature Profiles IEC
> <o Temp Profile Motor control
5 i’-i; Ternp Profile Passenger compartment

Temperature Profile

Mame | Maotor control
Description | As described in IEC62380 ~
Several working phases are considered.,
- The working rates consider three different internal
waorking ternperatures for the equipment, and
take into account the annual working hours for each of
Factors: Motor control e i
Factor Termnperature
0.02 32.00
0.015 60.00
0.023 25.00
Count: 3 Selected: 0
3 tau | 0.058 |
T_ac_mean | 60.259 |




SOX SEMICONDUCTOR FMEDA ENHANCEMENTS

SOX now provides relevant failure modes
catalogs of 1ISO26262 Part 5 and Part 11.
The failure mode definitions can be
assigned to components by simple D&D
operations.

Customer specific catalogs can be added
and provided to all engineers just like the

mission and temperature profile catalogs.

¢ Failure Rate Catalogs | 4% Failure Mode Catalogs &3 = Pss hfﬂ Clipboard = O
SO 26262 Part-11 Table 29 } Failure Mode Catalog Birclini (5th ed, 2007)
= Failure Mode Catalog Birclini (3th ed, 2017)
5 Failure Mode Catalog IECE2330
type filter text

~

|50 26262 Part-11 Table 29
Central Processing Unit (CPU) IS0 96962 Part-5 Table D1 60
o CPU_FM1 - 0.0% art-2 fable B
- CPU_FME- 0.0% SO 26262 Part-5 Table D1_9’D

=% CPU_FM3Z - 0.0% IS0 26262 Part-5 Table D1_99
=% CPU_FM4 - 0.0%

Central Processing Unit (CPLU) refined

CPU Interrupt Handler circuit (CPU_INTH)
CPU Mermory Management Unit (CPU_MMU)
Interrupt Controller Unit (ICL)

DPAA

Buszes and Interconnects

External SDRAM with SDRAM Controller
External SDRAM with SDRAM Controller
External SDRAM with SDRAM Controller
External SDRAM with SDRAM Controller
External SDRAM with SDRAM Controller
External FLASH with FLASH Controller

SRAM with SRAM controller

SRAM with SRAM controller

Embedded FLASH (eFLASH] with eFLASH controller Program

Embedded FLASH (eFLASH]) with eFLASH controller Read

Data cocherency

Communication Peripheral (COM) Can be applied to CAN, Flexray, Ethernet, 5PI
Signal processing accelerator

Open new catalog view




SOX SEMICONDUCTOR FMEDA ENHANCEMENTS

SOX now supports correlation of
diagnostics. A correlation factor can
be specified for each occurence of
two or more diagostics at failure
mode level.

Overall system

BOM: Semicenductor

i1:1.1.1

1.7 7508

l:1.1.1.2

1.1.1.1.3

1.1.1.1.4
1.1.1.2

l1.1.2.1

1.1.1.2.2

1.1.1.23
1.1.1.24
1.1.1.3

Failure Mode

0 o

[DG1] DGZ76 7% 2 og
[DG2] DGZ2

(corr=0.5)

[DG1] DGZ76 30% 0.
e NNDeFe TOos £

&vf,&lEl%.N|=

4

Failure Mode Split [ sR(sP) | Relevance (SP) | Diagnosis (SP) | FMC(SP) | A (SP) | SR (MP) | Relevance (MP) | Diagnosis (MP) | FMC (MP) | A (MP) | CCF
0 %
A CPU_FM1 259% b4 100% [DG1] DGZ76 87 & 0002 b4 100% [DG1] DGZ76 7% 9 o002
[DGZ] DGZ2 [DGZ] DGZ2
(corr=0.5) (corr=0.5)
N CPU_FM2 25% b4 100% [DG1] DGZ76 80% 0.003 b4 100% [DG1] DGZ76 80% 0.002
N CPU_FM3 25% b 4 100% [DGZ] DGZ2 70% 0.004 b 4 100% [DGZ] DGZ2 70% 0,003
N CPU_FM4 25% b4 100% [DG1] DGZ76 80% 0.003 b4 100% [DG1] DGZ76 80% 0,002
0 =%
A CRU_FMI 25% b4 100% [DG1] DGZ76 85.6% & 0.002 b4 100% [DG1] DGZ76 85.6% & 0.002
[DG2] DGZ2 [DG2Z] DGZ2
(corr=0.6) (corr=0.6)
N CPU_FM2 25% b¥4 100% [DG1] DGZ76 91.2% = 0.001 b¥4 100% [DG1] DGZ76 91.2% & 0001
[DG2LDGZ2 [DG2Z] DGZ2
(corr: [DG1] DGZ7H (comr=0.2)
N CPU_FM3 25% T4 100% [DG1] [[DG2] DGZ2 | 80% 0.003 T4 100% [DG1] DGZ76 80% 0.002
N CPU_FM4 25% b4 100% DGz oleorr=02) | g0, 0.004 b4 100% [DGZ] DGZ2 70% 0.003



SOX SEMICONDUCTOR FMEDA ENHANCEMENTS

In order to cover Soft Errors on Properties for N -
semiconductor devices SOX now introduces BOM Document Semiconductor v
the concept of FIT Analysis Type. One or Failure Modes St [ <not set>
more Fit Analysis Types can be added to a Component catalog
SOX BOM document. Each FIT Analysis Type Description
can be assigned to any Component or
Module.
FIT analysis types Soft Error
For each assigned FIT Analysis Type the > SN
engineer can manually capture FIT data or
even use IEC62380 or SN29500 calculations
to calculate FIT values according to the
respective calculation scheme.
[ ]5et T_off to zero
An assigned FIT Analysis Type behaves =
similar to the default component FIT P Apply and Close| | Cancel
analysis. It gives the possibility to model
. . . CPU 0.058 0.058 [7) Central Processing Unit (CPL) b 4
failure modes and diagnostic coverage and e 5 RS Errar]
provides FIT Analysis Type specific metrics. I 12| (] Soft Error2

25 5 [3) Hard Error2




SOX SEMICONDUCTOR FMEDA ENHANCEMENTS )

Overall system ~ Filter: v B2V D0 BEey =N =
BOM: Semiconductor
Compeonent 4 Failure Mode » [5G1] 5G1
| Assembly group [!Comp...| Total FIT | Failuremode Type [safetyr..| Failure Mode Split | SR(SP) | Relevance(sP) | Diagnosis () | FMC(SP) | A (SP) | SR (MP) | Relevance (MP) | Diagnosis (MP) |
a '.l;' '.l;' '.l;' '.l;' '.l;' '.l;' '.l;' '.Li '.Li '.Li '.l;' '.Li '.l;' '.l;' '.l;'
11141 CPU 0.058 0.058 | [3) Central Processing Unit (CPU) b 4 0 9%
N CPU_FMI 25% X 100% [DG1] DGZ76 a7% 0.002 b°4 100% [DG1] DGZ76
1.1.1.1 [DG2] DGZ2 [DG2] DGZ2
(corr=0.5) (corr=0.5)
11,12 N CPU_FM2 25% b4 100% [DG1] DGZ76 a0% 0.003 b4 100% [DG1] DGZ76
11.1.1.3 N CPU_FIM3 25% b*4 100% [DGZ DGZ2 70% 0.004 b4 100% [DGZ DGZ2
1.11.14 N CPU_FM4 25% b'4 100% [DG1] DGZ76 0% 0.003 b*4 100% DG DGZ76
... £12 12 Soft Error]
110 N FM1 60% ' 4 100% [DG1]DGZ?6 a0% 0 b4 100% [DG1] DGZ76
17,7 - ~
o 71 = ¥ BOM Modules 2 [ Pruperties-] L Historﬂ FAE = = B
1100
T [3) Component analysis Soft Error Soft Error? || [3) Hard Error2
11113 25 53
11110 | t_',rpeﬂlter text l |
)
1100
Marne Progress Total FIT  5PF + RF 5PFm LMPF LFm  Total 5. PMHF  ASIL SPF+ .. '~
v [® [FME | Overall systern (428) 422 Open 17 0 100% 0 100% 5 ASILD 0
unassigned (0] 0 0 0% 0 0% 0 (o] % 0
£ [SE1] DigitalComponent (2) [-=1 17 0 100% 0 100% 5 ASILD 0
P v [ [SE2] Total DIE (2) [->2 | 2->] 17 0 100% 0 DJ(TSR-SPF>0) LMPFm =1- (MPF/ (TSR - SPF)}p
: e SE2] CPU (2)[->2|0-3] 17 0 100% 0 (TSR-SPF <= 0) LMPFm =10 D
FIT Analysis Type specific v R
V4 Ype sp 22 [ Block! 5
metrics can be accessed in 22 [ Block3 12
[0 [SE4] SRAM (0) [->2 | 0-> 0 0 0% 0 0% 0 aMm 0
the enhanced Module MY [SE5] Package (0) [->2 | 0->] 0 0 0% 0 0% 0 aM 0
Viewer_ » ﬁm [SEE] Mixed signal example (0] [- 0 0 0% 0 0% 0 oM 0
v L[ [5E11] Digital component examp 0 0 0% 0 0% 0 am 0
v EEL [SE16] IECE2380 Microprocessor | 0 ] 0% 0 0% ] oM 0w
< >




CONTACT

WWW.enco-software.com

info@enco-software.com

+49(0) 89 71 67 7589 0

EnCo Software GmbH, Lyonel Feininger StraBe 26, D-80807 Muenich



