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SOX Server: LDAP User Synchronization

Overview

The LDAP synchronization module embedded in the SOX server installation enables customers to import LDAP users
belonging to one or more groups into SOX. Once the LDAP users are created in SOX a periodically running
synchronization job collected possible changes of some user attributes and group assignments in LDAP and applies

these changes to the SOX users.

LDAP is the leading system. That means changes of user attributes or group assignments in SOX coming from LDAP

user attributes or group assignments are reversed during the next synchronization run.

Note

This document as well as the detailed functionality of the LDAP synchronization module might change in the
future. Please ensure that the latest version of this document is available.




Caution

SOX will automatically delete all your preconfigured sox user settings and will adjust it to the LDAP settings!

Details

The SOX LDAP basically works as follows for every periodically run:

e query all groups in LDAP that are configured in the SOX LDAP configuration file

o for each group in the result set

o create the group if it does not exist in SOX

o query the LDAP users that belong to that group

o for each user

Installation

create a SOX user if the LDAP user does not exist in SOX

if the LDAP user has the attributes company and department create the company and - if
present — the department belonging to the company in SOX.

Otherwise create a configured default company and assign the SOX user to the default
company

if the SOX user for the LDAP user already exists compare the configured attributes and if
there are differences overwrite the SOX user attributes with the values of the
corresponding LDAP attributes — only if the LDAP attributes are filled

if the SOX user does not have the same group assignments of the configured groups as
the corresponding LDAP user has, the SOX group assignments are changed to match
the LDAP group assignments

e Specify your absolute trustStore-Path. Modify the sox2server.ini and add two lines:

For example:

-Djavax.net.ssl.trustStore=<InstallDir*>\features\enco.sox2.releng.jre.win32.

win32.x86 64 1.8.0.60\jre\lib\security\cacerts

-Djavax.net.ssl.trustStorePassword=changeit

*replace “<InstallDir>" with your absolute installation directory

e Modify your cdo-server.xml -File (inside your configuration-Folder with your database type)

Change the securityManager-type to “soxLdap”:

<securityManager type="soxLdap" description="/security:home (/S$user)" />

e Configure the sox2server-properties.yml you find in your “<InstallDir>\configuration\config-ldap” Folder
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Configuration

A special configuration file is contained in the SOX server package in the folder “configuration/config-ldap” that must

be adjusted to meet the needs of the customer’s LDAP service. The LDAP configuration file is named
sox2server-properties.yml
and is contained in the root folder of the SOX server installation.

The SOX LDAP configuration file is well documented in the configuration file itself. Therefore, in this document only a

subset of configuration parameters is described — the most important attributes.
The configuration file follows the YAML standard.
Configuration parameters

e server.ldap.schedule.update.time update interval in minutes
e server.ldap.connection
o host the name or ip address of the host running the LDAP service
o port the default port to communicate with the LDAP service
o secured.port the secured port of the LDAP service — used to retrieve the server certificate
o useSsl whether to use SSL encryption method (must be set to false)
o useStartTls whether to use STARTTLS encryption method (must be set to true)
o username the LDAP username able to read LDAP-Groups and -Users to synchronize with SOX
o password the password for the LDAP username
e serverldap
o defaultCompany the name of the company used to assign LDAP users in SOX if the LDAP user
does not have a company attribute assigned
e serverldap.user
o userBaseDn the base DN where the users can be found
o userFilter the filter for the user query: the LDAP groups containing the SOX users must be set
to only retrieve users to be synchronized with SOX
e server.ldap.groups
o groupBaseDn the base DN where the LDAP groups containing SOX users can be found
o groupFilter the filter for the group query: the LDAP groups containing the SOX users must be set
to only retrieve users to be synchronized with SOX
o adminGroupName the name of the LDAP group containing SOX users who become SOX

administrators

The LDAP configuration file contains placeholders (“<to be changed>") that must be adjusted by the customer for the

SOX LDAP synchronization to work properly.
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Admin Account

You have to create a user admin in your LDAP and put him with the password inside the sox2server-
properties.yml under (server.ldap.connection.username / server.ldap.connection.password). This user will
perform the user check inside the synchronization.

User
The userFilter will determine which users will be shown in the employee list.
SOX users will be created from users who belong to a group from the groupFilter and if they are in the userFilter.

Groups

Groups are declared with the mappingAttribute groupFilter. All users who belong to these groups will be created
as a SOX User.

Roles

Roles cannot be synchronized with LDAP and must be created manually.

Departments

With the attribute server.ldap.user.mappingAttributes.department the users will grouped into their department
under the employee catalog.
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