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EnCo Software GmbH

* Founded in 2007; now based in Munich, Germany

* Training, consulting and operational support in functional safety (ISO 26262)

* Since 2009: Focus on development of tool suite Safety Office X2 (SOX2) for functional safety
* Resellers: China, Japan, Korea

* Research projects:
* InTelekt: Safety & reliability of power electronics in electric vehicles, national funding (BMBF)

Z Fraunhofer () BOSCH (@nfinenfal © SCHAEFFLER wearmme @ Rw'“'lw

* gSafe: Semi-automated generation of safety analyses, national funding (BMWi)
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SOX2 -
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SOX2: Initial Workbench

|®] SOX2 Workbench

File Edit ~?Diagram MNavigate Search Papyrus Varants Run Administration Catalog Window Help
H=RE] Gt EE oy YW ¥ Select ¥ <7 Operation mode Ll Hy B R iR I T I vy Wwir vy o vl My BrEyn

SOX2 Workbench | & Requirements & Hazard Analysis =3 FMEA . FMEDA (5L FTA <l BOM

Open multiple perspectives,

= Repository & ¥ = 3 |[J= DEMO-Windowlifter &2 i Project Tasks & . .
hoo Curten Project customize them & switch
4 % demo-projectl [/Client2/Team(]
& RV between them
» & DESIGN [ type filter text
= HA I+ = Requirements
& FMEA a (= SOX Common
& FMEDA [ Catalog
& FTA [ clipboard
= BOM £ pss
4 %4 DEMO-WindowlLifter [/Clientl/TeamA] ¥ Project safety goals
4 = FMEA ? Projectteam - -
i DEMO_EN_FMEA_WindowLifter =4 Structure content & Task Assignments
i =% new-FMEA 2 Traces Tasks assigned to: <Currently no selection= .
4 = BOM » e Tasks |Wmdow Help
- DEMO_EN_BOM_WindowlLifter New Window
- DEMO_FMEDA _Fensterheber )
4 & EMEDA Editor 4
i 21l DEMO_EN_FMEDA_WindowLifter Hide Toolbar
= HA .
: . i : Show View 4
I & DEMO_EN_GUR_WindowLifter _— - =
4 B RM Open Perspﬁtwe ¥ | =% FMEA
- & RM_DMO_Fensterheber - al FMEDA
- - Save Perspective As... » )
4 = FTA = = = = R - o Hazard Analysis
I 4ma FailureOfSafeCutOfMechanism [ Properties ™ ~ = 0O |[Edipboard 2 £ % %X ~ = 0|3 Histary %2 : EIIRIRES !ve.‘. & Requirements
I aua DerivedFromFmea B2 SysML 1.4 model >=>Drag<< Uleze PEmpetie S0X2 Workbench
4 = DESIGN M - Close All Perspectives
» = DEMO-WindowLifter umML Name SysML 1.4 model type filter text Other...

Comments | YRI ] &=
% Model Explorer ™. L] Catalogw B profile
-

FEE=rTaY & pr— Visibility public
» |F= SysML 14 model Location cdo://2016-03-23-DE

» B «EPackage, ModelLibrary» UML Primitive Types
» B «ModelLibrary» Ecore Primitive Types Package merge

¢ (]

(@ v 4+ 3 1item selected
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oy System Designer (SD) — Overview

| ® sox2 Workbench

|| File Edit ~7 Diagram MNavigate Search Papyrus Variants Run Administration Catalog Window Help
5’7‘%& [ e EE & 2V W Select ¥ S Operationmode ~ S0 B 7D v — v By B v 08 v Za v

B | ® SOX2 Workbench | & Anforderungen ~ Papyrus . Gefahrdungsanalyse =3FMEA i, FTA .l FMEDA -\ BOM

‘B I |

‘= Repository & =8

+= DEMO_DE Fensterheber R2 &2

i &
4 % DEMO_DE Fensterheber R2.2 [/Clientl/TeamA]
- = FMEA
I = BOM
I = FMEDA
1 & HA
1 & RM
L= FTA
4 = DESIGN
I o= DEMO_DE_Fensterheber_R2

L System elemen 2 led Functions] I Safety Goals] = B

=

type filter text

fh & =
% «SystemElement» CO04 [SE18] [SE18]
«SystemElement» C004 [SE19] [SE19]
«SystemElements C004 [SE20] [SE20]
«SystemElement» Controller [SE14] [SE14]
«SystemElement» Controller [SE3] [SE5]

«SystemElement» Control unit [SE3] [SE2]
< in | »

«SystemElements
Passenger car with window lifter

¢

«SystemElements
Window lifter

«SystemElements
Control unit

«SystemElements
Sensars

“FPalette I

FEEEE
i

«SystemElements
Powver supply

«SystemElements
Controller

«SystemElements
Shunt

«SystemElement:
Force measurement

«SystemElement:
Pasition sensor

4

= Nodes
£ Actor
Block
ControlQ...
{7} Constraint
= Edges £
a Depende...
/# Generaliz...
< PartAssoc..
A Satisfy
« SharedAs..
= Other Nodes
= Other Edges
(= S0OX2 Sy... @
# SystemEl..

+8 UseCases [53 BDD I IBD‘ i Function5| LN Package5| =1 Activities‘ Parametric‘ 2 Requirement5| & State Chart‘

& Model Explorer R A

% «SystemElement= Controller [SE14] &
«SystemElement» Contraller [SE5]

«SystemElement= Control unit [5E3]

«SystemElement: Force measurement [SE10]
«SystemElement» Force measurement [SES] E
«SystemElement: 1002 [SE25]

«SystemElement» 1002 [SE26]

«SystemElement= Mechanik 1 [5E16]

«SystemElement» Mechanik 2 [SE27]

«SystemElement» Passenger car with window lifter [ _

I TN SO SR I I I I O

a 11 [

[T Properties Clipboard] # Task Assignw 2 Project Task} & Histolﬂ & Function ne] % Failure neﬂ @ Project safe] = 8

e —
umMmL

Comments

SysML

Profile

Style

Appearance

Rulers And Grid

xR

Name Passenger car with window lifter

Qualified name ‘ SysML 1.4 model:Passenger car with window lifter

Is abstract Ctrue @ false Is active Otrue @ false

Is leaf () true E'é" false

Visibility public -

@@@|

Owned attribute

S Window lifter : Window lifter

EIB Miniature View &2

IS

a.pleuss@2016-03-02-Demo-Fensterheber
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Module Integration: Catalogues @

Easy filtering by sub- Open multiple (customized)
strings of name or ID Catalogue Views side by side

* Re-use , by reference” i.e., changes at one /
place are reflected project-wide (tool-
supported conswtency{

* Elements relevant in multiple modules can
be re-used project-wide

L System elements ﬁ;l Functions / = 8|

[
e Catalogue View provides list of all available type filter text e
elements of a certain type f SysML o S s
i® «Function» Control the window lifter [FUS] T Customize View... Malfunctions
® =Function» Detect clamping force while rai Inspection equipment Reguirements
® :Function» Detect window position [FUB] Machines Safety Goals
° Cata'ogue View available for: e «Function» Detect window position and clz =) System elements
® <Function» Ensure functionality for lowerin¢—
° SVStem Elements ® <Function» Ensure functionality for raising t
° FL_InCtlonS (and subtypes SUCh as . <<Funct!on» Ensure max. openmg ofm_ndo'.-: Drag and drop from Catalogues
DlagnoseS) ® <Function» Ensure max. window opening==:
) ¢ <Function» Ensure switching the power trar + into your documents
* Malfunctions P T )
» Safety Goals ’\/
* Requirements N N\

* Inspection equipment, Machines * sfunction» Control the window iter (FUSgy
(for Process FMEAS) J 1 |

* Project Tasks and Team Members

(displayed in specific views)

EnCo Software C-SOX 8




Example Case with SOX2

EnCo Software

Import Requirements

System Design

C-SOX

1 except BOM and FMEDA
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Requirements: Create or Import Requirements

* Create an empty project and import existing requirements, e.g. in ReqlF or Excel format

‘= Repository

e D

&= RM

© = DESIGN
&= HA
= FMEA
= FMEDA
= FTA
= BOM

EnCo Software

145

Select an import source:

| type filter text

4 = SOX

=3 FMEA Import

3 FMEA MSR Import
21| FMEDA Import
ona FTA Import

aas FTA Tsograph Import (Structure XML)

& HA Import

% Import SOX Project
% Import SOX Repository Project
& RM Import

& RM RegfF File Import|

lirB IrRc [Min [Max |

<

11

| & Hierarchy 1 = O |/ = Window Lifter 5t =0
SédBEE ~
H type filter text 2 Module system Requirements g & &
1)
4 ® System Requirements
- = Introduction i TITIE o B i
4 ® \ehicle equipped with
* Min. Ventilation volt v ¥ v v v
® Stop uplift FINISHED
* (Child protection
- Window lifter Min. Ventilation volume ® | Window lifter shall able the interior to be High Thursday, Augus... INACTIVE 3
i = Electric connections ventilated with a minimum ventilation
- @ Control unit volume of 0,001 m ¥s.
- ® Sensory devices 21 |0001 m3/s |
- ® References :
“ & Safety Requirements I:I;;i;r:;vehlcle needs to remain
v ih"d p':‘em" _ ,y |Sors . TED High Friday, August 2.. PROPOSED
@ Network connection -
4 & Car Manufacturer Require
» = ConfigFile Child protection ® | The Child protection mechanism shall be High
@ Characteristics 2 . ‘E‘tfid
* ensu
4 & Vehicle Driver Requireme) . . .
« Warnings 3 Window lifter
- - Window lift down operation ® | Window panes shall lift down if torque—>—= High INACTIVE
* Unintended switch of 3.1 @5-Nm torque >= 0.4 Nem
»oe Use Max. retracting ® | Rear window panes shall lift down up to Aedi INACTIVE
50% of the height of the window frame,
when Child protection is active
32

&, System Requirementsl &, Safety Requirement5| &, Car Manufacturer Requirements| &, Vehicle Driver Requirements

2, RM_DMO _Fensterheber

C-SOX
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Requirements: Safety Goals

* Define Safety Goals

_4
o R

New safety goal 0 Project safety goals = B

Name Safet.. current current (M) Safe State Coverage E
Name Ensure the "safe cut off mechanism" to prevent clamping of limbs . Ensure the "s&_:fe cut off _mechanism'_' o pre ASILB - o 100 % (ASII
Safe State Open W Ensure the child protection (max. window  ASILC -- -- 100 9 (ASII
o ‘ @ Ensure ventilation oM -- -- 100 % (OM
FIT

< Il 3

e Optionally, a Hazard and Risk Analysis can be performed to derive the safety goals

= *Window Lifter &2 =g
Check Related Ratings
‘type filter text
Nr Priority Status Function Malfunction Combin... Effect Hazard S (Severi.. Durat.. Frequ.. E (Expos.. C(Contr.. ASIL Safety Goal Safe state
4 Not grouped
1 * OPEN Raising the window Raising the window ... Driving o.. Only loss ... Non-hazardous loss ... E4 - High... CO - Cont.. QM
2 * OPEN Raising the window | Raising the window ...| Driving o...| Only loss ... Non-hazardous loss E4 - High.. C1-Sim.. QM
3 * OPEN Raising the window Raising the window ... Only loss ... Non-hazardous 10ss ... E4 - High... CO - Cont.. QM
4 * OPEN Raising the window Raising the window .. Only loss ... Non-hazardous loss ... E2 - Low.. CO-Cont. QM E
5 * OPEN Raising the window Raising the window ...| Parking Only loss ... Non-hazardous loss . E3 - Med.. CO-Cont.. QM
6 * OPEN Raising the window Raising the window ... Driving o...| Clamped..” Damage to persons ..” 51 - Light... E4 - High... C3 - Diffi.. ASILB Ensure the "safe cut..
7 * OPEN Raising the window Raising the window ... Driving o.. Clamped..” Damage to persons .."” S1 - Light... E4 - High... C3 - Di Ensure the "safe cu
8 * OPEN Raising the window Raising the window ... Driving i.. | Clamped..” Damage to persons .." 52 - Seve... E4 - High.. C2 - Nor.. ASILB Ensure the "safe cut..
9 * OPEN Raising the window Raising the window ... Car at ser..| Only ligh.. Damage to persons ..” S0 - No i... E2-Llow.. C2-Nor. QM B
10 * OPEN Raising the window | Raising the window ...| Parking Clamped... Damage to persons .." 52 - Seve... E3-Med.. C2-Nor.. ASILA Ensure the "safe cut...
11 * OPEN Lowering the window | Lowering the windo... | Driving o..| Only loss .. Non-hazardous loss ... | 50 - NO i... E3 - Med™ C1-Sim.. QM
12 * OPEN Lowering the window  Lowering the windo... | Driving o.. Only loss .. Non-hazardous loss .. S0 - No ... E4 - High.. C1-5im.. QM
13 * OPEN Lowering the window | Lowering the windo...| Driving i.. | Only loss ... Non-hazardous loss ... | S0 - NOi... E3-Med®. CO-Cont. QM
*
15 * OPEN Lowering the window | Lowering the windo... | Parking Only loss ... Non-hazardous loss .. S0 - No ... E3 - Med.. CO-Cont. QM
16 * OPEN Lowering the window | Lowering the windo... | Driving o..| Only loss ... Non-hazardous l0ss ... | 50 - NO i... E3 - Med®. CO- Cont.. QM
17 * OPEN Lowering the window  Lowering the windo... | Driving o.. Only loss .. Non-hazardous loss .. S0 - Noi. E4 - High.. CO - Cont.. QM
18 * OPEN Lowering the window | Lowering the windo...  Driving i.. | Only loss .| Non-hazardous loss .. S0 - Noii... E3 - Med®. €O - Cont.. QM o
=
< | 1 3
& RM_DM sterheber | o DEMO_EN_GuR_WindowlLifter &2

EnCo Software C-SOX



System Design: Requirements @

* Requirements in Requirements module can be directly used in SysML via drag and drop

* Vice versa, changes and newly created Requirements from SysML are reflected in Requirements
module

i Hierarchy 52 = 0
&édEBE ~
type filter text

a 2 System Requirements

.+ Introduction Alternatively, use them directly in

4 ® Vehicle equipped with

Requirements Diagram * Min Ventiation vol other SysML diagrams where needed

® Stop uplift
# Child protection

> & Window lifter
P #_Flectric connection q

+= *Window Lifter 2 = 8 . ’ «= *Window Lifter &2 = g
i 3 “ |57 Palette [

w¢ Palette

Optionally, derive SysML

«<Reguirement» = [l; ® &1 -8 - [l & &0 -8
Vehicle equipped with an electronic window lifter o SOX2 Safet.. (= Nodes ®
SRS B3 Package - 5] £ Actor
text= Reaui «SystemElement> | ) ) «R_equl[ementx - ) Block
id=RE_236 = Requirement Passenger car with window Iifter «Satisfy» Vehicle equipped with an electronic window lifter = bloc

¥ safetyGoal ControlOper...
& Edges @ {7} Constraint
& Containmen... ConstraintBl...

] «Req}urement» «Requnemgnt» 2 Allocate = Enumeration
Min. Ventilation volume Stop uplift P
«Requirements «Requirements e Copy FlowPort
text=Window lifter shall able the interior to be ventilated text=Window pane shall stop if during uplift a “r DeriveReqt «SystemElements g FullPort
with a minimum ventilation volume of 0,001 m3/s. corporal extremities obstruct the operation. 2 Refine Window Lifter = Instance

ot The SysML relationships (e.g., Satisfy) can be
Requirements created in SysML are added

used to specify relationships between
« | . . . ! . q
2, Requirements Diagram E’e’l tO the hlerarChy IN ReqL“rementS mOdU|e Bg Block Definition Diagram 2 reqL“rementS and System de5|gn EIementS

EnCo Software C-SOX



System Design: SysML diagrams

e Create your system design with SysML according to the needs of your project

* Comprehensive support of the SysML and UML standard

+= *Window Lifter 2 = 0

|52 Palette 3
«SystemElement»

Window lifter m& AW
= Nodes @@
_ i E Block
[]\[!] : Control unit : Sensors [l]/[ =l BoundReferen...
= Comment
: Power supplyﬁ;_,f; : Shunt /@ {7} Constraint
— 5 Full Port
E Interface
5 Port .
< Binding
Connector
i Item Flow

- & Other Nodes
» (= Other Edges

<
Sg BDD IBD = ]DJ'\: Funr:tions‘ .3 Requirements| Parametri[| 2= UseCases| %3 State Chart| .- Pa(kages| F Artivities|

& Model Explorer L System elements} = B |/ Properties “_F Miniature View} =
= Uoo a & -1
EEFRES Y UML Name Window lifter ji
4 0= SysML 1.4 model |«
i % «SystemElements Passenger car with wind =|| Comments Qualified name SysML 1.4 model:Window lifter
> [aeSyaiemE cmentaiipd onlIteiglE2) SysML Is abstract Otrue @ false s active Otue  @false |
7 Passenger car with window lifter to Windc Profile ) .
- % «SystemElement» Control unit [SEZ] Style Is leaf Ctue  @false -
« Window lifter to Control unit Visibility public 2
- % «SystemElement» Power supply [SE4] Appearance
« Control unit to Power supply Rulcsidod,Sid Owned attribute @@@@
»  <Function» Supply window lifter with pow ~ || SysML14 = Passenger car with window lifter : Passenger car with window lifter
d LI s = Control unit : Control unit N

EnCo Software C-SOX



System Design: Stereotypes

* Use specific stereotypes to mark elements to be considered for safety analysis:

e System element: Extension of a SysML block

* Function: Extension of a SysML block

e Malfunction: Extension of a SysML block

* Safety Goal: Extension of a SysML Requirement

«SystemElement»
Passenger car with window lifter

«Functions
Ventilate Passenger Car

«Malfunction»
Passenger car not ventilat

«SafetyGoal» ASILC
Ensure the child protection (max. window opening=50%)

«SafetyGoal»

e Additional stereotypes for specific sub-types of functions:
Diagnosis, Safety Function, Process Characteristics, Product Characteristics

EnCo Software

C-SOX
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System Design: Hierarchy of System Elements @

* SysML blocks that should be considered for the safety analysis as system elements are marked
with the stereotype SystemElement

* The hierarchy of system elements is defined in a Block Definition Diagram (BDD) as usual in SysML

«= *Window Lifter &2 =g
“ i Palette I
«SystemFlements [l @&l -8 -
Passenger car with window lifter = Nodes #
£ Actar
£ Block

ControlOperat..

«SystemElement»
Window lifter

7 Constraint
2 ConstraintBlock

A I
= Edges +
- Dependency

«SystemElements «SystemElement»
Control unit Sensors

< PartAssaciation
/ \ \ gesn palette or add/remove stereotype
: System Element from/to blocks later

o MarifY Link
«SystemElement» «SystemElement» «SystemElement» «SystemElement» «SystemElement» = Other Nodes

Power supply Controller Shunt Force measurement Position sensar
_ |&50X2 System... #
1 < @ SystemElement
Bg BDD ] IBD| o Functions| & Requirements‘ Parametric| g8 UseCases|T.g State Chart‘fe. Pa[kages| hAL‘tivities‘

# Generalization

Create System Elements from the

EnCo Software C-SOX 15



System Design: Hierarchy of Functions @

* Functions are marked with stereotype Function
* Hierarchy of functions is specified as a functions tree in a SysML Block Definition Diagram

* Possibility to specify and assign malfunctions directly in the system design

+= *Window Lifter 2 = ) )
“[apaere o SysML Allocate relationship
«Function» = «SystemElements FECEELE
Ensure the "safety cut off mechanism” to prevent clamping of limbs| «Allocates Passenger car with window lifter| 3 SOX2 Functions © to a | |Ocate fu n Ct | o n S to
«Malfunction» —| = Ton
Safety cut off mechanism failed (limb clamped I e : SyStem elements
Malfunction
«Function» __________________________________(3, «SystemElements ©: Diagnosis
Open window if max. allowed clamping force is exceeded «Allocate» Window lifter ¥ SafetyFunction

- I3 % ProcessCharact...
«Malfunctions» |

\Window not opening when max. clamping force is exceeded | = 4 PraductCharac...

=Allocates, < Edges ©

«Malfunctions ! v .
Safety cut off measure opens window although the max. all..] | Composition
! i Allocate
«Functions b o oo —————-___3 «bystemElement» | & Satisfy

Control the window lifter] «hllocates Contral unit |

I — | = S0OX2 System...
1

«Malfunction» 1 # SystemElement
Window control not working 1
1
«<Malfunction» i
‘Window contral works out of spec| !

] [ 11 | 3
Sg BDD ‘ IBD I}\: Functions & J .3 Requirements| Parametric| g2 UseCases| %3 State Chart| .- Pa(kages| & Artivities|

EnCo Software C-SOX 16



System Design: Safety Goals

9

» All Safety Goals are available in the system design and can also be edited, created and assigned to

system elements within the system design

* Assignment of Safety Goals to Malfunctions is represented in SysML via SysML Satisfy relationship

» Safety Classifications are calculated for all elements directly or indirectly related to a safety goal

and can be displayed within SysML diagrams

+ = *Window Lifter & =8 «= *Window Lifter &2

SysML Satisfy relationship to assign

| 5% Palette I»

@ e -5-

o5 SOX2 Safe.. «
B Package

«SafetyGoal» ASILC

«SafetyGoal»
Ensure the "safe cut off mechanism"” to prevent clamping of lim!

SysML elements to safety goals

«Satisfy»

Ensure the child protection (max. window opening=50%
aSafetyGoal»
safetyNorm=15026262 ASIL

Requirement

L SafetyGoal

Ensure the "safety cut off mechanism” to prevent clamping of limbs|

ASILB

«<Function» oo

«SystemElements
«Allocatex

Passenger car with window lifter]

< Edges @

ASILB & Containme...

«SafetyGoal»

«Malfunction: ASILB

Safety cut off mechanism failed (limb clamped

11

Open window if max. allowed clamping force is exceeded|

ASILB

«Function» == _________________

«SystemElements
Window lifter

Ensure the "safe cut off mechanism” to prevent clamp... i Allocate
«SafetyGoal= A Copy
safetyNorm=IS026262_ASIL - i
i DeriveReqgt
EEEEEE % Refine
o en
«SafetyGoals [am] A& Satisfy
Ensure ventilation i Trace
=SafetyGoal= A Verify
safetyNorm=IS026262 ASIL
| BAOOSER
# SystemEle...

N

«<Malfunction= [ASILE] !
‘Window not opening when max. clamping force is exceeded
ASILB

«Malfunction»
ISafety cut off measure opens window although the max. all..] i —

«Function» ASILE «SystemElement»

e

«| il | »

Sg BDD ‘IBD |b-|: Functions | £ Functions? | & Requirements &2 J Parametric| s

«Allocate= Control unit |

Control the window lifter|

«Malfunction: ASILE

=4 Window control not working

\_| «Malfunction» ~ ASILE

SysML elements annotated

‘ \

LI

L BDD|IBD ‘ﬁ'\: Fundionslx Functions2 & ].‘. Requirements| Parametri(‘gS UseCases‘T.g State Chart|

with inherited safety level

EnCo Software C-SOX

17



FMEA: Derive FMEA from System Design

* The structure of an FMEA can be automatically derived from system design

* Irrelevant elements from system design can be omitted

& Model Explorer L System elements =0

«= *Window Lifter i2

= 0
o -
type filter text > Passenger car wi.. D

i
@ «SystemElement» Force measurement [S +
% «SystemElement= Force measurement [S

»

Window lifter (ASILC) =

[SE2]
4 «SystemElement» 1002 [SE25] [SE25] Open window if max.
% «SystemElement» 1002 [SE26] [SE26] 4 M allowed clamping force
% «SystemElement» Mechanik 1 [SE16] [SE - is exceeded [FU9] CO rres pO n d S tO
4 «SystemElement» Mechanik 2 [SE27] [SE Passenger car with Window not opening
% «SystemElements Passenger car with win( — % window lifter (ASILC) = . H
o spic [ coserhen [y | L s eshen max. damping system design
: iyst e cr+c | %:Ventila‘[e passenger car [MF15] 3
“Syfe . QM) [FU13]
@ «ffstg X Delete Effect  Delete | Safety cut off measure
@ fSystemElement» Power supply [SE4] [S Passgnger car not opens window
«SystemElement» R003 [SE21] [SE21) » &ventilated (S=4) (QM) *W.although the max .e Control unit (QM) g
/ (Y «SystemH:mem» RO03 [SE22] [5E22] ~ [MF22] allowed force value is [SE3]
> Passenger car not exceeded [MF16] . xControI the window . o Power supply (QM)
< ventilated without Ensure max, opening of lifter (QM) [FU5] [SE4]
request \_STGJ [MF23] , sWindow while child ; Wmd_owrcont.rol not [ » & Controller (QM) [SE5] }
Ensure the _safety cut protection is active working (QM) [MF7]
4 Off mechanism™ 1o (ASILC) [FU10] ..;W\'ndow control works [ & Shunt (QM) [SE6] }
prevent clamping of . “*out of MES
. Window opens too out of spec. [MF8]
Select root system element in limbs [FUL4) st

= DEMO_EN_FMEA_Windowifter % |

catalogue and select Create FMEA

#a Function net &3 . 2 Failure neﬂ 0 Function net e)(ploreﬂ % Failure net exploreﬂ

. Detect window position

i

Ensure functionality for Detect window paosition (ASILC) [FUG] Co r‘res ponds to
» % raising the window > % and clamping force
QM) [FU12] (ASILC) [FU8] Detect clamping force System des|gn
» 2 while raising the
window (ASILC) [FU7]
& Ventilate passenger car
(QM) [FU13]

. Detect window position
Detect window paosition (ASILO) [Fuel

EnCo Software C-SOX 18



FMEA: Finalize FMEA

* Complete the FMEA (define failure net, define actions, etc.)

* Changes/additions to system elements, functions, malfunctions can be specified directly within
the FMEA and are propagated back to system design

EnCo Software

< | 1

= *Window Lifter 2 = 0
> Passenger car wi... e o o [
-
[ Properties (2& Task Assignments (21 Project Tasks 52 @& History] = 8 % P;:\;er supply (QM) B
Current Project: DEMO _DE Fensterheber R2.2 [SE4] ) .
- Supply window lifter
Enter filter text . High frequency 4 Je with power (5V) (QM)
Title Assignments Stat. O D Acti¢ ~ | _ diagnosis requirement [Fu1] L
ol Material only from proven suppliers g @ 1 El References | Description No power su;_:plied to |7
2 Measure voltage 9 - 5 . " . the window lifter when
v No power su power was requested
w Indicator light for ignition 9 = 0 i - ® Power transi _ QM)
W vk tont n - c N
< | 1 | » <« [ul] D 4 g4Diagnosis Status A -
Count: 8 Selected: 1 4 g5Construction actions
- &Occurrence actions
¥ Failure net i3 . % Function net o Traces| fre s =0 0=1
(0=1)
., Material only from
proven suppliers
: Detection actions
Window control not No power su;_ophed t© f([)=5)
| not be . working (QM) ASILE - the window lifter when
A) [MF18] " IMFT! o power was requested wiMeasure voltage
QM) i Vibration test
1 @hOperation actions
< [ N , & Control unit QM) » @lService actions
[SE3] = Power supplied to the
:-:Contrm the window = Window lifter when no
lifter (QM) ASILB [FU5] power was requested
Window control not (MF2]
»lworking (OM) ASILB | IS [

-

Formblatt for: Passenger car with window lifter

Passenger car with window lifter - Systembetrachtung

Massnahmenstand

Generation of

reports

Firma

FMEA/Systemelernent Arbeitsgangnummer: Verantwortlich: Erste... Jul 20

Passenger car with window lifter Vera.. Jul20
Massnahmenstand Firma:

Effect I S I Malfunction I Cause | C I Prevention I o] IDetection act\onl D IRPNI

Passenger car with window lifter [SE_1] (ASIL C)

Ventilate passenger car [FN_17]

= DEMO_EN_FMEA_WindowLifter & |

C-SOX

Passenger car not

wventilated [MF_25] |lowered [MF_2

Window can not be

1]

force [MF_15]

>MNot detecting
window position
and/or clamping

>>Not detecti

[MF_10]

window position

ng MaBnahmenstand A

Construction actions

0: Material von 1
bewzhrten
Lieferanten

D
Spannunsgmessu...
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BOM: Create or Import BOM

* Import a BOM or create one using the built-in failure rate catalogues and failure mode catalogues

® Import BOM file
-

Select file

# Failurerates & . 7% Failuremode] = FIT Details].gs.’ Temperature] Ll Mission proﬁﬂ

= 8

# Failurerates f‘:ﬁ Failuremode 3

= FIT Details} P Temperature} k| Mission profiﬂ

=

g

IEC62380 ~

IEC62380 ~

By oD

& >

|type filter text

| ‘ type filter text

= 01. Equipped PCBs, Hybrid Circuits

= 02. Integrated Circuits

= 03. Diodes and Thyristors, Transistors, Optocouplers
4 = 04, Optoelectronics

1

4~ DIODES, LOW POWER [Zener]
- Open circuits - 20.0%
- Short circuits - 70.0%

- Zener voltage drift - 10.0%

L »

Select the file that contains the parts list you want to import. © & Laser Diodes » — DIODES, POWER [Zener]
Please pay attention to SafetyOffice file conventions. 4 = LEDs . ~ DIODES, LOW POWER [Thyristors]
Format : | Complex Excel FMEDA = Light emitting diodes modules ( emitter module with fibered DEL wit i = DIODES, LOW POWER [others]
i = Light emitting diodes modules itter / rec®yer module with fibered DEL +AP + - = DIODES, POWER [Thyristors]
IRtz ‘ 0 b » = DIODES, POWER [others] >
«= *Window Lifter 2 = B8
| Overall system ~ Filter: | All -IEEE A
@ Einish [
Component 1\ Failure Mode 1| -
Status \ Name \ Description |Fartor\ Product Code |Assembly ar... | Basis FIT \ FIT % | FIT \ Total FIT \ Catalog | Catalog component type \ Failuremode Type | Failure Mode | Split |
1 HE Open ~Coo1 1 Position sen... 200 200 200 sn29500 D (Highvoltage recifer dio.. DIODE_SI GEMERAL =
11 opens 20%
12 sharts 80%
2 H Open = Co02 1 Position sen... 10 10 10 sn29500 K (General purpose relay, d.. CAPACITOR_CERAMIC
21 opens 10%
712 sharts 70%
23 drift 20%
3 H Open = C003 1 Position sen... 10 10 10 sn29500 K (General purpose relay, d.. CAPACITOR_CERAMIC
31 opens 10%
gL sharts 70%
33 drift 20%
4 E Open = Coo4 1 Power supply 10 10 10 sn29500 K (General purpose relay, d.. CAPACITOR_CERAMIC
41 opens 10%
4.2 sharts 70%
4.3 drift 20%
5 H Open ~==C005 1 Position sen... 2 2 2 sn29500 C (Ceramic, X7R, X5R); LL CAPACITOR_CERAMIC M
[+ DEMO_EN_BOM_WindowLifter
EnCo Software C-SOX 20




FMEDA: Create FMEDA from BOM

» Safety goals can be taken from the project safety goals / system design

* Diagnoses are considered as specific functions and, hence
e Can be taken from catalogue

| Diagnoses

5B

|

type Tilter text

H H MName Code FMC Single FMC Mult.. Thres =
* Newly added diagnoses are added to the system design and the catalogue |,
4 La SM-Controller
\ *® Startup Test SM_Rege 01 50% 50%
4 % SM-Force measurement
| @ Project safety goals = 0 ® Plaustbilisation  SM_KrSe_02 90% 99%
® 3
Name Safet.. current current (M) Safe State Coverage E i enrer_nFrf self-test  SM KrSe 01 99% 50%
> _’ Ensure the "safe cut off mechanism” to pre  ASILB - - 100 % (ASIl : S:d_POSIt_IO_n_ ser_wsor . .
» [¥] @ Ensure the child protection (max. window  ASILC - - 100 % (ASTI  Plausibiisation — SM_pose 0T 90% 90%
N  Ensure ventilation QM - - 100 % (QM - internal self-test  SM_PoSe 02 99% 99%
4 L& SM-Power supply
. = 5 ® Power test SM_SpVe 01 99% 90%
] b
+= *Window Lifter i3 = 0
Overall system ~ h Filter: | Al - EEE A | =
BOM: DEMO_EN_BOM_WindowlLifter
Component Failure Mode Ensure the "safe cut off mechanism"” to prevent clamping of limbs i\ ‘ ‘ . -
SR (SP) |Rel SP)D H
Status | Name | FailweMode|  Spiit | SR (5P) [Relevance (SP)|Diagnosis (SP)| FMC (SP) | A (SP) [SR (MP)Relevance (M. Diagnosis (M.JEMC (MP)[A (MP)| CCF | | F) [Refevance (SP) Diagnosis (
1 Eopen —C00L T
pIEL # opens 20%
jiE? # shorts 80%
2 H Open = C002
28 # opens 10% X 100% SM_PoSe_02 99% X 100% SM_PoSe_ 0
2.2 # shorts 70% X 100% SM_PoSe_02 99% X 100% SM_PoSe_02 99% 0.07 X 100% SM_PoSe_0
23 # drift 20% X 100% SM_PoSe_01 90% 0.2
3 B Open ~C003
Bl # opens 10% X 100% SM_PoSe_02 99% X 100% SM_PoSe_0
3.2 # shorts 70% xX 100% SM_PoSe 02 99% X 100% SM_PoSe 02 99% 0.07 X 100% SM_PoSe 0
3.3 # drift 20% X 100% SM_PoSe_01 90% 0.2
4 H Open = C004
41 # opens 10% X 100% SM_SpVe_01 99% X 100% SM_SpVe_01 90% 01 X 100% SM_SpVe 0 ™
< m »
i~ DEMO_EN_BOM_WindowLifter | 1] DEMO_EN_FMEDA WindowLifter &
EnCo Software C-SOX 21



FMEDA: Modules

* Assign components to modules

* A module corresponds to a system element from system design

Use system elements from

system design as modules

L1 System elements i3

5 --0

type filter text

th

% «SystemElement= Power supply [SE4]
# «SystemElement» RO03 [SE21]
% «SystemElement» RO03 [SE22]
% «SystemElement= RO04 [SE23]
@ «SystemElement- RO04 [SE24] [ ]
@ «SystemElement» ROOT [SE15] [SE15]
% «SystemElement= Sensors [SE7] [S
% «SystemElement» Shunt [SE11] 1
@ «SystemElement» Shunt [SE6] [SE6]

< [} |

% «SystemElement= Window lifter [SE2] [SEZ]

[SE4] -

1

EnCo Software

New modules are

added to system design

2% Modules 2

5 ® Y= H

type filter text

4 2% Overall system (19) 19Open 398
! unassigned (0)
4 [} Force measurement (4) [SE. 4 Open 214
=~ ROO1
= R0O02
=~ 1001
~ Q001
4 1% Shunt (1) [SE11] 10pen 30
=~ S001
v ZZ Position sensor (5) [SE12] 5Open 224
v &% Power supply (4) [SE13) 40pen 1104
4 i |

Name Progress Total FIT

SPFm  LMPF  LFm T

[

«= *Window Lifter 52

i =

Shunt -
BOM: DEMO_EN_BOM_WindowLifter
Component » Failure Mode

Status Name Failure Mode Split
19 E Open = 5001
19.1 # opens 70%
19.2 # functional 10%
19.3 A drift 20%

X 100%
X 100%
x 100%

Filter:| All

Ensure the "safe cut off mechanism" to prevent clamping of limbs
SR (SP) |Relevance (SP)|Diagnosis (SP)| FMC (SP) | A (SP) SR (MP)Relevance (M...Diagnosis (M... FMC (MP) A (MP)| CCF

SM_Shun01 = 99% 0 X 100% SM_Shun_01
SM_Shun02  90% 0 X 100% SM_Shun_02
SM_Shun 02 = 90% 0 X

<

1

100% SM_Shun_02

CIEEE+ 4 el

SR (SP)
90% 21 x
90% 03 X
90%. 06 x

<~ DEMO_EN_BOM _WindowLifter | 1] DEMO_EN_FMEDA_WindowLifter &

C-SOX

Filtering according

to selected module

22



FTA: Derive FTA from FMEA

* An FTA can be automatically derived from the FMEA

8 pss ArABREW. c58 - -0 Generated FTA corresponds
type filter text .
to the failure net
2
- Safety goals -
- % Project hazards w = "Window Lifter &2
» ¥ Project team
L] . _ ~ “ | % Palett 2
» o= RM_DMQO_Fensterheber wa Document: DerivedFromFmea * o " e
> i+ DEMO_EN_BOM_WindowLifter © Active safetygoal: Ensure the "safe cut off mechanism” t. assengﬁrt[adr no I+ Select
DEMO_FMEDA _Fensterheber & Hazards: - ventiate I Marquee
i DEMO_EN_FMEA_WindowLifter Mission Time [h]: 350000.0 [ a—
. ects
» ¢ Formsheets 3 GA_38 - L
» ¥4 Control plans [~/OR
» @ Safety goals _|| &JAND
» ¥ Variants | ‘ “|| ®voTiNG
4 % Passenger car with window lifter (ASILC) [SE1] ) Base Event
- . . - f
bR Form_sheets - Window can not be Window raised ("JHouse Event
4 % Ventilate passenger car (QM) [FU13] without active .
— lowered <> Intermediate
1 Passenger car not ventilated (S=4) (QM) [MF22] request Event
« Passenger car ventilated without request (5=6) [
% Min. Ventilation volume GA_26 GA_34 b
% Stop uplift
4 % Ensure the "safety cut off mechanism” to prevent cli | ‘
« Safety cut off mechanism failed (limb clamped)
4 o Ensure the child protection (max. window opening= = . Not aetecting . 5 -
4 m 9 . L N etecting wrong
window position Window control not osition and/or
and/or clamping working pl ing f
P clamping force
H GA_27 GA_30 GA_35
Drag Malfunction from FMEA as
root node into FTA document ‘ || N | =
=% DEMO_EN_FMEA_WindowLifter | ;5 DerivedFromFmea &2

EnCo Software C-SOX 23



FTA: Finalize FTA

* Create base events, select failure models and calculate minimal cut sets and probabilities

= Pss @ =B
ArtEw%ENe e mg v
type Tilter text
(il =
4 5 DEMO_EN_FMEDA_WindowLifter
» @ Safety goals
> ¥ Variants
* Unassigned functions
¢ Diagnoses
= Unassigned components

> .4 Force measurement [SEL0]
22 Shunt [SE11]

- L4 Position sensor [SEL2]

=4 Power supply [S5E13]

8

» @ Functions

o= C004
- = ROO3
» = ROO4
o= 1002
> 54 Controller [SE14] -
T v

Drag and drop, e.g.,
Components from
FMEDA as base events

£ pss i = g
Ar@wiEHEe e85 -
type filter text
e (=3
4 .1, DerivedFromFmea -

> o Hazards

> W Safety Goals

» B Pages

4 A6 Failure models

= *Window Lifter &3 =0
el 5]
GA27 GA_30 |WPalete b
It Select
| | 'l Marquee
’—‘ \—‘ (> Objects
« MNotdetecting the o MO power supplied || o Power transistors for | | o [~IOR
Not detecting clamping force value to the window lifter raising the window Measuring wrong (JAND
window position while raising the when power was not switching when current (too high) =
windnw renuested renuester [RIVOTING
('Base Event
GA_28 GA_29 GA_31 GA_32 GA_33 I House Event
] ] s
O Intermediate
| | | | Event
b+ - - - -
Position sensor Co04 R003 RO04 1002 =
EV_1 EV 2 EV 3 EV 4 EV_5
A= 2.24E02[FIT] A= 1.00E01[FIT] A= 2.00E-01[FIT] A= 2.00E-01[FIT) A= 1.00EQ2[FIT] _
/ Q = 7.54E-02 Q = 349E-03 Q = 7.00E-05 Q = 7.00E-05 Q = 344E-02 R
< n | 3

=4 DEMO_EN_FMEA_WindowLifter | a2 DerivedFromFmea Z@J

Drag and drop a
failure model (e.g.

total fit) to define

45 Total Fit (Total Fit)
A5 Fit source (Total Fit)
» [—) Passenger car not ventilated «
< m »

source of probabilities

EnCo Software

Passenger car not |

ventilated

Calculate minimal cut sets

and probabilities of root
and intermediate events

Undo Update
Print...

Update

Delete

Create page break
Calculate minimal cut sets
Calculate probabilities
Change gate type

Ctrl+F5

C-SOX
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Project C-SOX: SOX2 in the Cloud @

Exchange and
synchronize selected
data with partners
and suppliers

Collaborate accross
departmentsin a
single integrated tool

Requirements

:-“ L Test &
= i \/ Traceability
RBD

\ \

. System
->'. Designer

\ -~ . PR
“!: Hazard & Risk A I I I

Analysis ‘ "!

“ " e safetyplan & - sse
_—"//
FMEDA J_I -
g s 21 concept - LotV )

EMEA IE | —‘j Designer TS

P

-

EnCo Software C-SOX 26



Goals

Multi-user collaboration based on a cloud server

Cloud server: private cloud (hosted by customers)
* Might be extended later on by public cloud server to provide easier access e.g., for academic use

Support for very large models

Web-based User Interface accessible via web browser
* Still provide option to run HTML-based Uls in Eclipse RCP applications

Requires: Framework for graphical modelling (UML, SysML) supporting HTML-based Uls
Collaboration with CEA

EnCo Software C-SOX



Research Programme SME Instruments

* EU funding scheme for small- and medium sized enterprises (SMEs)
* Purpose: Boost single SMEs to bring innovations to market
* Very market-oriented, no research

* Phase 1: Feasibility study (optional)
e Analysis of technical and commercial feasibility
* Detailed planning for phase 2 (Business Plan)
* Duration: 6 months
* Funding: Fixed amount (50.000 Euro)

* Phase 2: Innovation project
 Commercialize project
e Duration: Typically 2 years
* Funding: Up to 2.5 Mio Euro EU contribution

* Phase 3: Commercialization
 Commercial exploitation

EnCo Software C-SOX
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Current Status

[PROJECT] S0OX2-Cloud - Integrated Safety Engineering Platform for electrical
and electronic systems for transportation

ID: 743519

Start date: 2016-11-01, End date: 2017-04-30

Electrical and electronic systems (Electrical/Electronic/Programmable Electronic
Safety-related Systems — E/E/PE) play an important role in our lives and take
over important decisions and safety-related functions. Accidents and hazards
may arise due to technical defects in...

Programme: H2020-EU.3.4.

Record Number: 207103

Last updated on: 2016-11-29

In Phase 1
Report on Phase 1 to submit end of April

Proposal for Phase 2 to submit beginning of June

Supported by consulting company with strong success rate in this programme (EuraConsult)

EnCo Software C-SOX



Intended Project on “Cloud-based Graphical Modelling” @

Eclipse OSS project

Four intended building blocks of contributions:
1. Contributions from EnCo
2. Allocate funding to CEA to contribute
3. Contributions from other interested partners, e.g., from Polarsys IC
4. 0SS community

Additional partners wanted

LOI by interested parties (e.g., Polarsys IC) would help to secure funding

EnCo Software C-SOX 30



Contact

EnCo Software GmbH

Balanstr. 55
81541 Minchen
Germany

Phone: +49 (89) 716 775 890
Fax: +49 (89) 716 775 899
Email:  info@enco-software.com
www.enco-software.com

EnCo Software

C-SOX
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